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Abstract—P2P-based M2M application frameworks have 
several advantages, such as increased flexibility, efficiency and a 
lack of single point of failure as compared to centralised 
approaches. However, there are several security drawbacks 
which need to be addressed in order to provide the user a secure 
environment for the provision and usage of M2M applications. 
This publication presents different security issues inside P2P-
based M2M application frameworks and evaluates P2P protocols 
based on security. In order to avoid different security attacks, the 
concept of trust and its importance are emphasized. 
Furthermore, a trust management system with special trust 
metric parameters is presented which considers the architecture 
of P2P-based M2M applications. Finally, blockchain principles 
are integrated for optimising the overall security in the system by 
improving data storage between peers, avoiding volatility of 
peers and ensuring correct working M2M applications.  

Keywords— M2M; P2P; Service and Application; Security; 
Trust 

I.  INTRODUCTION  

Many different application fields, such as energy 
management, ambient assisted living, building surveillance, 
smart home, traffic management and electro mobility can be 
established by applying Machine-to-Machine (M2M) 
communications. The integration of intelligent and complex 
devices are realised using the provision of M2M services and 
applications. There are several centralised and decentralised 
approaches for application provision. Decentralised approaches 
appear more frequently as a result of their many advantageous 
in terms of resource constraints and fault tolerance. Previous 
publications [1, 2] have defined requirements and concepts 
which enable service and application provision in M2M 
without the use of a centralised authority.  

A framework that realises service and application 
provisioning using P2P networking in M2M application field is 
defined in [2].  Peers have the ability to realise services, as well 
as applications. An application consists of one or more 
underlying services that are combined. Peers are represented by 
technical devices or humans who are networked using P2P 
mechanism without the use of central authorities. For avoiding 
legal restrictions, adjusting different interests among the peers, 
a social network of peers called M2M community is introduced 

in [2]. According to [4], the information exchange between the 
peers for the service utilisation and the signalling to generate 
the application is enabled by using various M2M 
communication protocols (e.g., CoAP, HTTP, SIP, MQTT) 
based on SUBSCRIBE/ NOTIFY principle. The Service 
Management Framework (SMF) described in [5] is the main 
component for service and application provisioning in M2M 
based on [2] and gives every peer the possibility to create and 
configure M2M applications.  

The concept presented in [2] lacks the evaluation of 
different security issues in P2P-based M2M environments and 
do not provide strategies to handle security risks. The 
increasing number of attacks in M2M networks creates the 
necessity to develop technologies for preventing attacks and 
system failures [9]. This publication aims to define different 
security issues in P2P-based M2M application frameworks by 
evaluating security risks in P2P and M2M networks. In order to 
deal with the distributed nature of services and applications in 
M2M, the testing architecture presented in [3] is used for the 
security optimisation process of M2M services and 
applications. For ensuring security within the framework, the 
concept of trust and special trust metrics based on different 
evaluations are introduced. Furthermore, the security between 
the peers is enhanced through the integration of blockchain 
technology inside the presented security framework. 

II. SECURITY ISSUES FOR P2P-BASED M2M APPLICATIONS  

Fig. 1 shows the structure of P2P connected peers within an 
M2M community and the composition of three services 
(service 1, service 3 and service 5) to an application. Based on 
the decentralised M2M application creation process described 
in [3], the following general categorisation can be made for 
security considerations: a) M2M Network – includes M2M 
Application, M2M Service, M2M Communication Protocol, b) 
P2P Network – includes P2P Communication and P2P 
Overlay, c) IP Network. It has to be pointed out that there is a 
huge amount of publications dealing with IP networks and 
network security (e.g. [6] and [7]) which describe different 
vulnerabilities and several security solutions. However, the 
security for the IP Network layer in this research is out of 
scope. Several security issues in M2M communications are 
classified into three categories based on [8]: Physical attacks  
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Fig. 1. M2M community with P2P-connected peers  

include side channel attacks, software modification and 
malwares, destruction or theft of the M2M device. Logical 
attacks include impersonation, denial of service, relay attacks. 
Data attacks include privacy attacks, data modification and 
false information injection, selective forwarding/ interception. 
Furthermore, an overview of the current state of security in 
sensor and ad-hoc networking for M2M communications is 
provided in [9]. Exemplary for the application field of smart 
homes, a landscape of threats assumed for smart home assets is 
provided in [10]. The author in [8] states that M2M 
communications have to deal with all security issues of other 
network-based communications and [11] provides some 
security mechanisms including detecting the node compromise 
attack, lode location identifiers, two-way authentication and 
dual system. 

In contrast to server/ client systems, all peers have the 
equivalent authority and responsibility in P2P architectures. 
P2P overlays are virtual topologies that are built on top of 
physical networks. During the past years different P2P overlay 
protocols have been developed.  The P2P overlay protocols 
used in P2P communications define different rules for 
communication in the overlay network, such as routing the 
messages over the overlay, bootstrapping into the overlay, 
mapping the nodes in the network and maintaining the nodes in 
the overlay. Security threats in P2P networks can be classified 
based on [12] in: eavesdropping, communication jamming, 
injection and modification of data, unauthorised access, 
repudiation, man-in-the-middle attack and sybil attack. 
Furthermore, based on self-assessment, previously researches 
and publications [13-23] the most relevant security attacks and 
their impact on different P2P protocols were derived and 
shown in Table I. The evaluation shows that most of the 
different P2P protocols are not secure against several security 
attacks and do not provide an efficient protection mechanism. 
Furthermore Table I shows, that bootstrapping, Denial of 
Service (DoS) and identity attacks have the worst impact on 
security in the P2P overlay. Ensuring anonymity among the 
P2P nodes is also not solving the issue for most of the P2P 
protocols. The evaluation made in Table I concludes that the 
P2P protocol Freenet [22] mitigates best the different security 
attacks in comparison with other evaluated protocols and 
should be considered for further investigations. 

TABLE I.            P2P OVERLAY SECURITY COMPARISON       

The following notations are used to assess the level of security: + high; - low; 
o medium; N not available.                                                                                                                        

 

 Summarising the security issues for M2M and P2P 
networks described above and considering the distributed 
nature of the M2M service and application provision, two main 
categories of problems related to security can be identified: a) 
attacks from outside of the M2M community e.g. peers who 
want to harm the system by bootstrapping into the community. 
b) Attacks from the inside of the M2M community e.g. peers 
trying with a bad behaviour to break down by falsifying 
information in the community, network, or P2P layer. In order 
to successfully deal with these attacks, a security concept for 
preventing the entrance of malicious peers inside the 
community should be developed. The concept should also 
include a solution for preventing malicious behaviour of 
existing peers in the community. Peers and the services they 
use or provide play the most significant role for application 
provision. Based on [2], peers are using the P2P overlay for 
finding each other and for storing relevant information. 
Furthermore, they communicate using M2M communication 
protocols and are able to use and provide services. The 
different security issues described in [8] are executed by 
malicious peers and this is why the focus for ensuring security 
inside the M2M community should be on peers. In order to 
deal with the complexity and unique characteristics of the 
decentralised M2M application process described in [4] and its 
security issues, the concept of trust has been introduced in the 
following chapter.     
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III. TRUST IN P2P-BASED M2M COMMUNITIES 

 Attacks on the P2P layer can have a significant impact for 
the correct functionality of the whole system. Based on [24] it 
is difficult to implement security protections in P2P systems 
compared to centrally administered systems and security 
strategies need to be decentralised. Additionally, it is difficult 
to validate without centralised control peer identity and 
trustworthiness between peers [25]. As stated in [25], a P2P 
system relies on a set of distributed peers working fairly and 
properly together and defines the level of trust as “the level of 
confidence of one peer toward another peer with which it is 
communicating. As stated above, on the basis of trust, many 
attacks can be mitigated by removing trustless peers from the 
system. This way, the existing peers are able to continue 
working reliably and providing trustworthy services without 
getting harmed by attackers. According to [26], trust can be 
defined as “an accumulated value from the history and the 
expecting value for the future. Trust is quantitatively/ 
qualitatively calculated and measured which is used to evaluate 
values of physical components, value chains among multiple 
stakeholder and human behaviours including decision making. 
Trust is broader concept that can cover security and privacy“. 
Moreover, trust can be applied to peers providing a service and 
peers using a service. Furthermore, trust can be applied for 
provided services and applications. In this publication, the 
focus is on evaluating the trust level of peers which provide a 
service and the services themselves. For evaluating trust, the 
following three main steps need to be accomplished: Data 
collection, data analysis and trust decision. For ensuring the 
collection of the right data, trust metrics need to be defined. 
Trust metric is defined in [26] as “a measure to evaluate a level 
of trust by which a human or an object can be judged or 
decided from trustworthiness”. Furthermore, the concept of 
trust model is defined in [26] as “a method to specify, build, 
evaluate and ensure trust relationships among entities”. Based 
on defined requirements the collected data has to be analysed 
and evaluated by the trust decision process – process for setting 
up the level of trust for the tested element.  

There are several publications dealing with trust 
management systems in the M2M, Internet of Things (IoT) and 
P2P domain. A summary of the most relevant publications is 
presented as follows. The authors in [27] propose a distributed 
trust management system in combination with reinforcement 
learning for using in mobile M2M communications by utilising 
the history of node´s interactions to build trust among other 
nodes. This approach performs good results in terms of 
execution time and energy consumption. For evaluating trust 
between nodes [28] introduces a trust management model 
which uses information generated from direct communication 
with the node and allows nodes to be completely autonomous 
in the decision-making about the behaviour of other nodes in 
the IoT domain. A trust management scheme is presented in 
[29] where trust is evaluated based on both direct user 
satisfaction experiences of past interaction experiences and 
recommendations from others considering social relationships. 
A fuzzy-based approach for ensuring trustworthiness in IoT is 
proposed in [30] who defines network related trust metrics and 
also considers the energy consumptions for trust evaluation. 
The drawback of the approaches described above is that they 
do not consider the initial trust level of a peer and relay at the 

beginning on predefined trusted existing peers in the system. A 
different approach is provided by [31] who proposes a 
centralised trust management system with different trust 
management servers covering different geographical locations 
for trust computation. The problem of this solution is the single 
point of failure of the centralised system and the low level of 
usability in large scale systems. In [32] a reputation-based trust 
supporting framework, named PeerTrust, is introduced which 
includes a coherent adaptive trust model for quantifying and 
comparing the trustworthiness of peers based on a transaction-
based feedback system. The disadvantage of this approach is 
that it does not consider the special characteristics of M2M 
systems and that it focuses only in P2P social communities, 
such as online markets. The main drawback of the trust 
management systems described in [27-32] is that they do not 
consider the different services a peer can provide and the trust 
level of the composed M2M application. Moreover, they do not 
consider the trustworthiness of collected trust data of each peer. 

IV. INTEGRATION OF A TRUST MANAGEMENT SYSTEM  

The aim of this research is to present a trust management 
system (TMS) which secures the trust evaluation process 
considering the distributed nature of the peers providing or 
consuming services and applications as described in the 
introduction. The huge amount of data collected between the 
peers should be processed and analysed in a trustworthy way. 
Based on the trust metric parameters and the results of the trust 
evaluation, the peers are categorised as either trustworthy or 
untrustworthy. For the trust management system presented in 
this research the following requirements were initially defined. 
To avoid centralised management and controlling, trust 
computing and evaluation have to be realised without any 
central authority, thus this process has to be autonomous and 
decentralised. For ensuring trust from the beginning of a 
working service, the initial trust level of it has to be 
considered and evaluated. This enables the possibility for the 
peers to figure out faster trustworthiness among other peers and 
services. The trust management system needs to ensure 
flexibility by considering the heterogeneity of peers and 
services. An important requirement is also the volatility of 
peers and services. In a P2P-based community, where a huge 
amount of peers are connected with each other without central 
authority, peers are able to suddenly enter or leave the network 
and this leads to rapid changes in existing trust relationships 
between peers. As the number of peers and services follows an 
increasing trend, the trust management has to ensure 
scalability and stability. Peers are able to provide more than 
one service and the trust evaluation must not be based only on 
one service but has to consider the variety of different 
services provided by the peer. Furthermore, the trust 
management system needs to consider context-dependency 
and to ensure that a peer can trust e.g. service 1 but mistrust 
service 2 of another peer. The trust computing and evaluating 
will generate a significant amount of trust data among the peers 
and the trust management system has to provide a mechanism 
for securing trust data storage and to ensure with that the 
trustworthiness of trust data.  
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Fig. 2. Trust evaluation for new provided service using the Test Architecture  

As mentioned in the previous section, the concept of trust in 
this research is interpreted as a value for measuring the 
reliability and correctness of different working services 
provided by different peers and used in several composed 
applications. As any peer can provide many services we 
consider that the total trust level of a peer consists of the trust 
levels the services it provides. For that reason, we focus on 
trust evaluation based on services. The architecture testing 
framework described in [3] is considered for the integration of 
a TMS. Taking into account the heterogeneity and complexity 
of the services and applications, a decentralised approach for 
the architecture of the TMS is considered in this research. For 
trust evaluation, two cases are defined in this publication. The 
first one is evaluating trust of a newly provided service. The 
second case deals with the trust evaluation of existing services.  

 The author in [3] presents a concept for automated testing 
of decentralised services and applications in M2M. Also in [3] 
a testing framework with a special testing architecture for 
functional testing is introduced. The testing architecture is 
based on a global tester, called Test Master, and distributed 
testers, called Test Agents. A Test Generation Environment 
(TGE) is also embedded in order to generate test cases based 
on functional description of the System under Test (SUT). SUT 
can be all services which are part of the community and the 
composed application. This publication propose to use the test 
architecture presented in [3] for computing and evaluating trust 
levels for new provided services. The generated test cases for 
the service will be executed by the test agents for every service 
and the outgoing test report will be sent to the Test Master. 
From this report the Test Master is able based on defined 
criteria to derive the initial trust level and to verify whether or 
not the service entered the community is trustworthy. The 
evaluated trust level information will be sent to the SMF of 
each peer and used for trust related issues after the service is 
part of the community. Fig. 2 shows the integration of the TMS 
inside the testing framework which is used for testing P2P-
based services and applications and the above presented 
workflow of computing trust for an entering service. 

 Trust computation and evaluation for existing services and 
applications is made with a completely different approach. For 

this case, an autonomous decentralised TMS is introduced and 
trust is evaluated based on the behaviour of each service using 
trust agents which will be automatically assigned to new 
entering peers. The procedure for evaluating trust for existing 
services can be described with an example where two services 
have interactions with each other and the trust data collection/ 
evaluation is made by trust agents. They will measure different 
trust metric parameters in order to compute trust. The services 
will communicate with each other using SIP SUBSCRIBE and 
NOTIFY messages as introduced in [2]. In Fig. 3 Service 1 is 
trying to subscribe service 2 by sending a SUBSCRIBE 
message. During their life time the activities of two services are 
monitored based on the defined trust metric parameters. After 
receiving the SUBSCRIBE-message, service 2 will ask trust 
agent 2 about the trust level of service 1. Trust agents are 
connected P2P and evaluated data are stored in the P2P data 
stores. Trust agent 2 will inform service 2 about the trust level 
of service 1 and based on that value service 2 will decide to 
accept or not to accept a session with service 1.    

There are different trust metric parameters defined in [27-
32] which are not completely suitable or enough for our TMS 
because they are used in different scenarios which do not 
consider the special application composition nature of the P2P-
based M2M applications. Furthermore, they are not applicable 
for evaluating trust of an entering service. This publication 
defines different trust metric parameters for each of the two 
cases described above. The author in [33] identifies three 
perspectives of metrics, such as network performance metrics, 
knowledge quality metrics and accuracy of detection metrics. 
In order to compute the trust level of M2M services and 
applications, we identified a fourth metric perspective, namely, 
the service availability metric. For a newly provided service, 
we defined the corresponding metric parameters: Trust based 
on the functionality of the service - the service description 
corresponds to the service functionality. DoS attacks - the 
reaction of the service against a huge number of service 
requests. This attack gives the opportunity to figure out the 
robustness of the service and its willingness to accept service 
requests. Based on its performance against DoS attacks, part of 
the initial trust level can be derived. For computing trust based 
on the availability of the services, the following metric 
parameters for existing services are defined: Number of 
attendance of a service in various applications. Time a service 
stays online and time a service stays offline [34]. Number of 
online/ offline actions. Number of execution times. Number of 
subscribe-messages and accepted-/ not accepted-messages. 

    

Fig. 3.         Example of trust computation for existing services 



 

V. SECURITY OPTIMISATION USING BLOCKCHAIN   

 A trusted third party represents a single point of failure and 
is also vulnerable to hacking and manipulating. To overcome 
this, Bitcoin [35] uses a cryptographic proof instead of trust for 
executing transactions between peers. Originally introduced for 
the crypto-currency Bitcoin, blockchain is a P2P distributed 
database which records all transactions, agreements, contracts 
and/ or other digital assets between peers participating in that 
community. In Bitcoin, blockchain is used for storing all 
transactions in the network. According to [36], trust is 
established due to the fact that everyone in Blockchain has a 
direct access to a shared “single source of truth”. All 
transactions, which are public, comprise specific information, 
such as date, time, and number of participants. Every peer in 
the network has a copy of the blockchain and the transactions 
are validated by the so-called miners using cryptographic 
principles. These enable nodes to automatically recognize the 
current state of the ledger and every transaction in it [36]. As 
stated in [36], a corrupted transaction will be immediately 
refused by the nodes since they do not reach a consensus for 
validating that transaction. The author in [37] states that “once 
a new block is formed, any changes to a previous block would 
result in different hashcode and would thus be immediately 
visible to all participants in the blockchain”. Based on [38], in 
order to attack the blockchain network, it is required to 
compromise more than 50% of the system which is very hard 
to achieve for malicious peers. These advantages make the use 
of blockchain for securing P2P-based M2M applications very 
attractive. Blockchain principles can be used besides bitcoin in 
various application fields and in combination with different 
technologies. In order to overcome the different security risks 
for P2P-based M2M applications and for enabling 
trustworthiness of the presented trust management system, this 
publication propose to reuse the principles of blockchain and to 
integrate them for different aspects of P2P-based M2M 
application frameworks. 
 
 Smart contracts are often used in conjunction with the 
blockchain technology to enable reliable relationships or 
application agreements between peers. They are first 
introduced in [39] and defined as transaction protocols that 
implement and execute terms of a contract in form of a script. 
Details of the contract can be stored in a blockchain address 
and after triggering that address with a transaction, the smart 
contract will be executed automatically in every node part of 
the contract according to the previously arranged agreement 
[40]. Smart contracts can be implemented in Ethereum [41] 
which is a blockchain based platform used for building 
decentralized applications. This publication proposes to use 
smart contracts for setting up rules for entering or leaving the 
M2M community within the context of P2P-based M2M 
application. Using smart contracts the volatility of peers and 
services is controlled and increases the high availability of 
services and applications. Furthermore, smart contracts can be 
implemented for ensuring the correct functionality of an M2M 
application which is composed by different services. Thus, they 
disable a possible misbehaviour of the composed M2M 
application by respecting the predefined rules using smart 
contracts. 

 

 Blockchain can also be used for building a secure 
decentralized storage network. One example is Storj [42], a 
P2P cloud storage network which uses blockchain features like 
a transaction ledger, public/ private key encryption and 
cryptographic hash functions for security. Storj is built on a 
Distributed Hash Tables (DHT) and enables peers to negotiate 
contracts, transfer data, verify the integrity and availability of 
remote data, and pay other nodes [42]. Every user has the 
possibility to rent storage from a storage provider called 
farmer. The encrypted file which needs to be stored in the 
storage is split into many shards and transmitted to the 
network. The file owner generates challenges for all the shards 
of the file and verifies periodically the farmers by requesting a 
special proof of work related to the selected challenge. In P2P-
based M2M applications the blockchain features can be utilised 
for storing trust related information generated for each service 
by the trust agents. Trust agents will evaluate the trust levels of 
the services and will send this information to the secure 
blockchain network. Other trust agents are then able to retrieve 
this information for providing the requesting peers with trust 
information about others. This enables avoiding the usage of 
trust third parties for verifying peers trustworthiness. No one 
has the possibility to change past transactions which contains 
the trust information about a service. Additionally, blockchain 
features can be incorporated to overcome different security 
attacks described in TABLE I by combining them with P2P 
protocols, such as Chord and Pastry, for secure and reliable 
data storage.   

VI. CONCLUSION 

P2P-based M2M applications are exposed to a large 
number of various security attacks such as identity, 
bootstrapping or Denial of Service attack. In order to benefit 
from the many advantages of distributed application provision, 
it is crucial to provide a secure environment for all peers 
participating in the M2M community. This publication presents 
an overview of different security risks for P2P-based M2M 
applications and evaluates the level of security for P2P 
protocols against different attacks. Furthermore, the concept of 
trust in the context of an environment without centralised entity 
is introduced and a novel trust management system for 
ensuring the trustworthiness between the peers is presented. 
This system considers the initial trust level of services and 
enables trustworthy application provision in M2M by 
decreasing the risks of security attacks. Additionally, the 
security level of the overall system is optimised by the 
integration of blockchain. 

The next step will be to describe and formalise a specific 
trust model for the proposed trust management system and to 
assess several trust evaluation models. Furthermore, future 
works include the integration of a security policy in the M2M 
community and identifying relevant trust related security 
attacks. The P2P network for sharing trust information among 
the trust agents also needs to be developed. The incorporation 
of the blockchain technology in different aspects will be 
evaluated in more detail.  
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